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SLP Getting Started Guide

InishTech SLP Getting Started Guide

Welcome to the Software Licensing and Protection (SLP) Services Getting Started Guide. The purpose of this guide
is to help you get started with the Software Licensing and Protection (SLP) Services software, and understand its
capabilities such as code protection and flexible licensing. This step-by-step Getting Started Guide offers hands-on
experience with the service and its tools; and will be particularly useful for a developer, software architect, or
product manager who wants to evaluate the product. This document will introduce various components of SLP
Services (SLPS) to launch you on to a quick start with the product.
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Copyright

The information contained in this document represents the current view of Inish Technology Ventures Limited
("InishTech") on the issues discussed as of the date of publication. Because InishTech must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of InishTech, and InishTech cannot
guarantee the accuracy of any information presented after the date of publication.

This white paper is for informational purposes only. INISHTECH MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under
copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or
transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any
purpose, without the express written permission of Inish Technology Ventures Limited.

InishTech may have patents, patent applications, trademarks, copyrights, or other intellectual property rights
covering subject matter in this document. Except as expressly provided in any written license agreement from
InishTech, the furnishing of this document does not give you any license to these patents, trademarks, copyrights,
or other intellectual property.

© 2009 Inish Technology Ventures Limited. All rights reserved. InishTech, Inish Technology Ventures, Software
Licensing and Protection Services, SLPS and SecureLM are either registered trademarks or trademarks of Inish
Technology Ventures Limited in Ireland, the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.
Inish Technology Ventures Limited, 79 Fitzwilliam Lane, Dublin 2, Ireland.
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Overview of SLP Services

SLP Services provides an easy and versatile solution to allow software publishers to implement sophisticated
licensing scenarios including perpetual machine-bound licenses, managed and unmanaged evaluations,
subscriptions, feature-based licenses, usage-limited licenses, time-bound licenses and combinations of these. SLP
Services allows software publishers to price, package, and distribute software according to functionality and
features that are visible to end users and are tightly representative of value delivered.

How This Getting Started Guide Works

This guide presents information to help you get started quickly with SLP Services and follows a how-to method to
walk you through the key steps you need to follow to get started successfully. Click the links to open any of the
articles of interest. Some articles may be dependent on previous information.
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SLP Services Components

SLP Services is a combination of three related components that work together to help you prepare a .NET
application for sale and distribution in a secure, protected, and profitable manner.

e SLP Online Services is used to define products and to create managed licenses. SLP Online Services is also
involved during the end user activation step, where the Activation Wizard contacts SLP Online Services to verify
that the activation key and its associated license are currently valid. A stand-alone SLP Server is an alternative to
SLP Online Services.

« SLP Code Protector desktop application is used to configure the licensing and protection policy for your
application prior to distribution. SLP Code Protector protects the code via code transformation.

< SLP Runtime is a redistributable API set that accompanies your applications' binaries. It is responsible for
coordinating the activation, licensing, and execution of the transformed code on the client's machine.

SLP Online Services Website

You manage product licenses using SLP Online. SLP Online is hosted by InishTech and is backed by significant
investments providing the highly available infrastructure needed to ensure that licenses can be reliably managed
and administered. Most importantly, the InishTech-hosted SLP Online provides a activation platform that ensures
end users can activate their licenses when they present a legitimate activation key to the service.

SLP Server

Some customers will implement the functionality provided by SLP Online by running a private version of the SLP
Server software instead. This provides flexibility at the cost of having to maintain a highly available server
environment in-house.

SLP Code Protector

SLP Code Protector is a post-development application with a user interface that enables developers to protect .NET
applications through code transformation. Transformation is one-way process; unique to each software company
with the use of private permutations. A private permutation is a unigue instance of a Secure Virtual Machine (SVM)
generated specifically for a software publisher. When combined with the SLP Online offering or a standalone SLP
Server implementation, it allows software publishers to map products and business features to stock keeping units
(SKUs) that can be controlled by secure digital licenses. SLP Code Protector is available as a graphical user
interface (GUI) as well as a command line interface for integration into the build process.

SLP Runtime

The runtime component of SLP Services comes into play when you distribute your software application. SLP Code
Protector, in addition to transforming the protected code, also automatically attaches additional code to your
completed application. the Activation Wizard prompts your customer to enter a valid product key in order to unlock
the protected functionality. This key is submitted to SLP Online Services (or SLP Server) where if it is verified, the
associated license file is downloaded to the end users computer.

The runtime Secure Virtual Machine uses the license to enforce the license policy of the product as it is configured
on the SLP Online Service (or SLP Server).
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Note: It is also possible to ship a product with a resident license that never needs activation.A resident license is
different from an evaluation of the product in that a resident license is pre-activated and has preset features, such
as unlimited usage and no expiration date; whereas an evaluation license has a preset expiration date or some
other mechanism to restrict its usage.
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Set Up Your Working Environment

You will need to download the SLP Code Protector software from the InishTech download site at SLP _Code
Protector SDK. This includes the SLP Code Protector software installation file and documentation in the form of
.chm files. If you have trouble opening a .chm file, right-click the file in Windows Explorer, click Properties, then
click the Unblock button. To install SLP Code Protector, double-click the installation file, read and accept the User
Terms Agreement by clicking Next. Follow any additional steps to complete the installation of SLP Code Protector.

Create Your SLP Online Services Account

Before starting to create your account, SLP Online Services (or SLP Server) requires specific settings enabled in
your browser. use the following guidelines to configure your specific browser.

Verify the following setting for any Internet browser (other than Microsoft Internet Explorer):

« JavaScript is enabled. (This is usually the default.)

Verify the following settings for Internet Explorer:

* Enable Active Scripting. You can find it in Tools | Internet Options | Security | Custom level | Scripting.
« Enable File Download. You can find it in Tools | Internet Options | Security | Custom level | Downloads.
» Enable Scripting of Java applets. You will find these settings in Tools | Internet Options | Advanced.

« Enable Saving downloads obtained over a secure connection. More recent versions of Internet Explorer often
disable this setting.

« Uncheck the setting Do not save encrypted pages to disk. You will find this setting in Tools | Internet Options
| Advanced | Security.

Now, let's start with creating your user account to log on to SLP Online Services. In your browser, navigate to
https://my.softwarepotential.com.


http://www.inishtech.com/DownloadsStep2.aspx
http://www.inishtech.com/DownloadsStep2.aspx
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Welcome to SLP Online Services

We've made some exciting changes to the site! Learn more...

[11]

User Mame If you are a new user and have a product

key. you are ready to create a new account.
Click Create a New Account to start the

rocess.
Passward B

Create a New Account

Log In

Trial Eval

If you are a new user and do not have a
product key, you can obtain one by
requesting a trial evaluation.

Create Trial Evaluation Account

Figure 1: Software Licensing and Protection Services Log On Page

Now click the Create a New Account button. There you type in the product key you received via e-mail and click
the Next button.

Account Set Up - Step 1 of

Entering the Product Key

Product Key

Back Next

Figure 2: Account Set Up Step 1 of 3 — Entering the Product Key

Read the Terms of Use information and click the Accept button. After accepting the license agreement terms, you

can establish a user name (which must be in the form of an e-mail address) and password; and identify your
company name. Click the Create Account button to finish.

10
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Account Set Up - Step 2 of 2

erms of Use
mgally use SLF O

Terms of Use

Software Licensing and Protection Online Services
InishTech Terms of Use Last Updated: October 2000

o

1. What the Contract Covers.

This is a contract between you (the entity or customer who has
purchased access to the service) and Inish Technology Ventures
Limitad ("InishTech”). Sometimes InishTach is referred to

as "we,” "us” or "our”. This contract applies to the Software
Licensing and Protection Services Online web services, including
updates, and the use of product keys to access the service. All of
the software or services are referred to in this contract as

the “service.”

Please note that we do not provide warranties for the service.
The contract also limits our fiability. These terms are in sections
11 and 12 and we ask you to read them carefully.

2. When You May Use the Serwvice.

You may start using the service as soon as you have finished the
sign-up process with us using the product keys purchased from
wour reseller or us, or your completion of the evaluation sign-up
‘nrocess. Wo withdrawal naht or other "conling off” nerind annlies

Accept Decline

Figure 3: Account Set Up Step 2 of 3 — Accept Terms of Use

Make sure you record your logon credentials in a safe place where you can find them quickly since it is
time-consuming to get your password reset. In case you do forget your password, you can write an e-mail to
slpsinfo@inishtech.com and request a password reset.

Account Set Up - Step 3 of 2

Account Information

The account inf
use t

“User Name (usarmame@domain.com)

|s|pseva|@contoso.con1 |

‘Password

“Confirm Password

-Organization Name

[Contoso Limited |

Back Create Account

Cancel Sign In

Figure 4: Account Set Up Step 3 of 3 — Account Information

After you finish setting up your account, you will see the Welcome to SLP Online Services page open, from which
you can continue working with SLP Services.

11
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Wedcama te SLP Online Servicas

CRIATE & NI PRODUST

Grgate 3 Mew Prouct
CREATE LICENSES FROM A SKU

Figure 5: Account Set Up Finish — Welcome to SLP Online Services

Log On To Your SLP Online Services Account

This introduction gives you a quick overview of the steps required to license your .NET code. If not already logged
on, begin by logging on to your account using your personal credentials.

Welcome to SLP Online Services

We've made some excitin

g changes to the site! Learn more...

User Name If you are a new user and have a product

g key, you are ready to create a new account.

slpseval@contoso.com Click Create a New Account to start the
process.

Password

ssssssssenee

Create a New Account

Log In
Trial Evaluation
If you are a new user and do not have a

product key, you can obtain one by
requesting a trial evaluation.

Create Trial Evaluation Account

Figure 6: Sign In to SLP Online

You will then continue to the first step in working with SLP Services, which is creating a private permutation.

Create and Download Your Private Permutation

Click the Account tab to get started creating your private permutation for SLP Services. To create a private
permutation, a unique algorithm is used to transform your software application code into a secure, protected
application that cannot be easily reverse engineered, thereby protecting your intellectual property (IP).

12
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SLPOnlineServices
Manage Products Manage SkU Manage Licenses Reports

Account SKUs

Manage Users
SKU Quantity Product 1D

Manage Permutations Evalustion 1
Account Features
Feature Awvailable Used
Praducts 4 §
Basic Permutations (1] 1
Unlimited Permutations o i
on-Commarcial Licanses 500 o
Commercial Licenses 458 42 To undarstand how the Account Features table
Statistics Gathering Yes relates to your senvice, click hera.

Upgrade Account

Product Key: Upgrade
Figure 7: SLP Online— Account Tab

This permutation is downloaded to your desktop computer, and later loaded into SLP Code Protector. After the
Account tab is displayed, click Manage Permutations on the left navigation bar.

Figure 8: SLP Online— Manage Permutations Page

To create a permutation, click the Create Permutation button on the Manage Permutations page. Enter a
descriptive name for the permutation.

Note: You can create one permutation per product if desired. Instead of this, a company may want to generate only
one permutation for all the products it wants to protect and license.

When finished entering a descriptive name, click the OK button.

13
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Figure 9: Manage Permutations — Create Permutation Page

Creating the permutation can take from several minutes to a few hours. In essence, the permutation is creating a
virtual computer in which to run your software in a protected manner.

Figure 10: Manage Permutations — Waiting for Permutation to be Created

Notice the status column. The status displays as Creation Pending while the permutation is being created. Once it
has completed, the status will have changed to Done, and the Generic Permutation will have been replaced with a
private permutation, which is unique to your company.

Figure 11: Manage Permutations — Permutation Creation Completed

The last step in this process is downloading the completed permutation to your hard drive in a location where you

14



SLP Getting Started Guide

will be able to find it later for use with SLP Code Protector. Click the Download button. When the File Download
message box appears, click the Save button.

Note: If you experience any problems with this step, ensure that you have enabled File Download and Saving
downloads obtained over a secure connection as covered in Create Your SLP Online Services Account.

15
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Define Products and Features

After you have your permutation created and downloaded, you use the website to define the software product you
intend to distribute or sell and to identify salient features that you want to license.

As an example, let’s go through the process of creating a new product and adding features to it.

Step 1 — Add Product

Start by clicking the Manage Products tab to open the Manage Products page.

Figure 12: Manage Products Page

Step 2 — Add/Edit Product

Click the Add Product button to start creating a new product. This opens the Add/Edit a Product page.

Figure 13: Manage Products — Add/Edit a Product Page

Each product has a Product Name and a Version that uniquely identifies it. Enter the values shown in Figure 13

16
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for these fields now. You can also enter a brief Description of the product, and then click the OK button.

Figure 14: Manage Products Page with Contoso Calculator Product

Step 3 — Add Features

Next you click the product entry followed by clicking the Edit button. This opens the Features tab.

Figure 15: Add/Edit a Product — Features Page

You then identify features or aspects of your product's functionality that are important enough to potentially be
licensed individually or as a set. A set of features is used to define a SKU. A basic example of this is the creation of
two SKUs, a trial/evaluation SKU, which only allows the use of two features and has a specific expiration date; and
a professional SKU, which allows the use of all features and has an unlimited expiration date. It is possible to
choose combinations of features to define different versions of your product, as you will see in the creation of the
sample calculator that follows. To start with you first identify features. Each feature will later be mapped to specific
methods in your code.

For this example, we’ll create a basic calculator; imagine there are four functions that could be licensed: addition,
subtraction, multiplication, and division. To create the features, start by clicking the Add Feature button on the
Features page. This opens the Add a Feature page. There you enter a Feature Name for the feature, a short
Description, and then click the OK button. Repeat this for every feature for the product, in our case four features.

17
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Figure 16: Add/Edit a Product — Add a Feature Page

Step 4 — Review Products and Features

This completes the process of defining a licensable product and its features in SLP Online . This is a fundamental
step before going on and creating SKUs, and issuing licenses.

Figure 17: Add/Edit a Product — Review Features Page

18
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Types of License Models

An early step in using SLP Services is defining a strategy for licensing and protecting your products. Starting with
licensing, SLP Services can help you implement a variety of license models from time-limited evaluations to
perpetual license models to things in-between.

Type of License
Models

Perpetual
Machine-Bound
License

Trial or Evaluation
License

Subscription License

Feature-Based
License

Usage-Limited
Application License

Time Bound License

Description

The most common scenario is the perpetual license, where a customer pays for a set of
features that can run in perpetuity once activated on a single computer. This is the default
license model in SLP Services.

A trial or evaluation license, also known as a non-commercial license, can be either
managed or unmanaged. A managed evaluation license requires activation and can be set
to activate an unlimited usage of features with an expiration date or a limit set on the
number of days from the day of the activation. An unmanaged evaluation license can be
set to activate “use-once” features where the feature can be run once and only once. An
unmanaged evaluation doesn’t require initial activation. The license is limited by a time
constraint and at the end of the evaluation period, the user is prompted to activate the
license with a valid commercial license.

A subscription license expires after a set amount of time, but can be re-licensed for another
period of time in an ongoing basis. It can be set to accept automatic renewals at the end of
the license period if desired.

Feature-based licenses limit the application functionality to a certain subset of available
features as defined in the product definition, and related to specific methods in the code
using SLP Code Protector.

An application can be limited to launch n times, where n is a specified limit. On the n+1
launch, the application informs the user that the license has reached the limit and stops
working.

Either as an entire application or for specific features, setting date limits can provide a time
bound license that works either until a specified date in the future, or n days after the
application is first installed and activated. This allows for very flexible time bound licenses
in combination with the other license types discussed earlier.

19
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Define a new SKU with the Manage SKUs Wizard

Creating a SKU involves creating a template for a product and its features, as well as the license rules that define
how the product and its features are to be used by customers. SKU definitions are not licenses, but templates used
to re-create licenses that look and perform in a certain way.

As an example, let's go through the process of creating a SKU for a feature-limited, perpetual, machine-bound
license.

Step 1 — Add Products and Features

In SLP Online Services, start by clicking the Manage SKUs tab, which opens the first step in a five step wizard.
This is where you:

« Create a unique name for the SKU in the SKU Name field,

» Decide if the Intended Use is a commercial or non-commercial (evaluation) product

» Assign a Suggested Retail Price (SRP) to the SKU and select either Single- or Multi-user option

» Map the SKU to the Product created earlier — Contoso Calculator V2.0.

Guidance about assigning an SRP is available on the SLP Online Service by clicking the Help link on the wizard
page.

20
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Figure 18: Manage SKUs Wizard — Step 1 — Add Products and Features

You will notice that the features created earlier are now displayed in the wizard below the product name. In our
case, we want to create a Standard version of the product with only addition and subtraction, so that is why only
those two features are checked, as shown in Figure 18. This Standard version is called a feature-limited license. A
feature-limited license license is a license that has only a selected number of features available for that license.
Also, notice that you can click the Edit link for any of the features. This allows you to set additional values to limit
features in more sophisticated ways, such as time-limited, concurrent usage, total usage, etc. We explain these
terms later in this guide within the context of the entire application; however, they apply equally at the feature level.
For now, select the features you want to include in the resulting SKU and click the Next button to continue.

Step 2 — Set Attributes

The next step in the wizard allows you to choose whether or not you want to enforce machine-binding for the
product. The default value for License Associated to is Client machine, which enforces machine-binding. You
could also choose Nothing although that would allow the software to be run on any computer without
machine-binding enforcement.

21
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Figure 19: Manage SKUs Wizard — Step 2 — Set Attributes

Next is a choice as to whether or not the software can be run on virtual machine environments, such as Microsoft
Hyper-V or VMWare®. The default is No. Last, you can enter a brief description of the product SKU in the SKU
Description field, and then click the Next button to continue.

Step 3 — Set Time Limits

The next step is the Set Time Limits page, which allows you to enforce time limitations for your products from a
Start Date later than the present (e.g. a product launch date in the future) to a date when the product will stop
functioning in the future. Setting an end date can be done either by setting a specific date in the Expiration Date
field, or by selecting a number in the Days to Expiration field which would stop the software n days after initial
activation. You can also set a Grace Period on the expiration date to allow a few extra days before the software
completely stops working.

22
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Figure 20: Manage SKUs Wizard — Step 3 — Set Time Limits

In the case where the Days to Expiration has a valid value, the Renewable option becomes available, and can be
set to either Yes or No depending on whether or not you want the product to automatically attempt to renew after
expiration (in the case of a subscription license). It is not possible to create a renewable license if Expiration Date
is specified. These time-based constraints can also be applied at the feature level in Step 1 of the wizard.

In our example, we will leave all fields in their default state to create a feature-limited, perpetual, machine-bound
SKU from which to issue perpetual machine-bound licenses.

Step 4 — Set Usage Limits

In Step 4 you can set additional Usage Limits including the Maximum Activations value, which limits the number
of times the product can be activated. This is a business and customer service decision that balances customer
satisfaction against the risk that the software could be used on more computers than properly licensed. Another use
of Maximum Activations is to set up the equivalent of a site license where a single key can activate multiple
computers up to the set limit.

23
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Figure 21: Manage SKUs Wizard — Step 4 — Set Usage Limits

The Maximum Instances per Client value limits the number of concurrently running versions of the program that
can run on a single computer at one time. Imagine that you are setting these limits for a word processor; setting a
Maximum Instances per Client value to a value of 3 would limit the amount of documents you could work on at
one time to three. This setting is usually left as Unlimited.

The Maximum Total Usage value limits the maximum number of times the product can be used on one computer.
This is similar to saying you can run Word on a single computer only 50 times.. However, in the case of a
subscription license, this entry should remain with its default value of Unlimited.

Finally, the Collect Usage option allows you to decide, in the case of subscription (renewable) licenses, whether or
not to send usage data to the website for specific features. The default value is No. Also, note that these settings
refer to the application level; although they can also be applied at the feature level in Step 1 of the wizard. For
example, you could create feature-level Maximum Total Usage or Maximum Instances per Client constraints that
are different from those of the rest of the application.

Step 5 — Summary and Create SKU

Step 5 is a review of the selections in Steps 1 through 4 and a final confirmation prior to finalizing the creation of
the SKU. You can review, and modify any of the settings from this point. Click the Modify links to return to previous
Steps in the wizard. When you are satisfied with all of the settings for the SKU, click the Create SKU button to
finish.

If you are creating a license for a specific SKU, you can click Create Licenses from a SKU on the navigation bar of
the Manage SKU summary page or from the Create Licenses from a SKU portion of the Welcome page.

If you click Create Licenses from a SKU on the left navigation bar of the Manage SKUs page and have multiple
SKUs created, the first step is to select the appropriate SKU from the Find SKU page. Then click the Create
License link to the right of the SKU.

24
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Figure 22: Manage SKUs Wizard — Step 5 — Summary

25
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Manage Customer List

Licenses can be issued without specifying a customer name, but in some cases, such as site license scenarios, the
customer may have to be explicitly tracked and managed. You manage the customer list from the Manage
Licenses tab by clicking Add/Edit Customers on the left navigation bar.

Figure 23: Add/Edit Customers Page

In the Add/Edit Customers page, click the Add Customer button. Enter the customer’'s name, contact information,
and a brief description into the fields on the page, and then click the OK button.

Figure 24: Add/Edit Customer Details

The server updates the customer list with the new customer. The new customer will be available for inclusion on
issued licenses.

26
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Create Licenses from a SKU

There are several ways in which you can create licenses from a SKU. One of the fastest ways to do this is to click
the Create License button from the Welcome page under Create Licenses From a SKU. This is especially useful
when you have a SKU that is designed with the exact specifications that you want. For example, you can create a
Standard SKU that contains licenses for only a few important features. By using this method to create a license
from a SKU, you can easily create a license on-the-fly. Not only that but you can create multiple licenses for this
same Standard SKU. This is a powerful feature for software publishers to use when designing their overall product.

Figure 25: Welcome Page — Create Licenses from a SKU

Step 1 - Find SKU

If you start from the Welcome page, you can select the SKU from the Create Licenses from a SKU drop-down list,
and then click the Create Licenses button.

27
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Figure 26: Create Licenses from a SKU — Step 1: Find SKU

If you click Create Licenses from a SKU on the left navigation bar from Step 5 — Summary in the wizard and have
multiple SKUs created, the first step is to select the appropriate SKU from the Find SKU page. Then click the
Create License link to the right of the SKU.

Step 2 — Review SKU Details

Review the settings on the SKU Details page. When you are satisfied that the SKU is the one you want to license,
click the Next button. This opens the final step in the wizard.

28
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Figure 27: Create Licenses from a SKU — Step 2: SKU Details

Step 3 — Finish License

On this page you can enter the Number of Licenses to create, enter a brief Description for the license, and
specify a Customer, if desired. The Number of Licenses determines how many activation keys will be generated
for the SKU, in this case, we will generate 100 keys for the site license. Most of the time, the Customer field will be
left with its default - Not Specified. You can always manage a customer list later by navigating to the Manage
Licenses tab, and clicking Add/Edit Customers on the left menu bar. In this case, we want to issue a license
specifically for a customer called Contoso Limited so we choose that from the Customer drop down list.

29
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Figure 28: Create Licenses from a SKU — Step 3: Finish License

When finished, click the Create Licenses button to generate the licenses. This opens the Activation Keys Ready
for Distribution page where you can copy the Activation Key(s) to the clipboard for e-mailing or otherwise
distributing to your customers.

Figure 29: Activation Keys Ready for Distribution Page

This concludes the work that you have to complete on the SLP Online website, but we still have to protect the code,
and map it to the products and features created on the site. This is where we begin talking about code protection
and SLP Code Protector in particular.

30



SLP Getting Started Guide

Overview of SLP Code Protector

With a permutation created, a product and version number assigned, and features identified and created on the
website, you are ready to use SLP Code Protector to transform your .NET code and protect it. SLP Code Protector
synchronizes with the SLP Online Services website and downloads the features you have defined for a specific
product and version, so you can then map methods in your code to those features.

In SLP Code Protector you begin by loading the private permutation you created on the SLP Online Services
website. You then load the assembly that contains your code, and map methods to the features you defined on the
website. You then transform the code, based on your unique permutation, into a protected and licensable version of
your application. Back on the website you can then continue to issue licenses that take advantage of the features
and products you have created, and specify the parameters and circumstances when usage of your application is
allowed. Each license is assigned a product key that you then communicate to your customers to unlock the
features in your software application.

SLP Services also includes a Secure Virtual Machine (SVM) in which your protected code runs in a safe
environment that makes it significantly difficult for hackers to reverse engineer or tamper with your program.

How SLP Services Protects Your Intellectual Property

Traditional software intellectual property (IP) protection tools typically rely on obfuscation and/or
encryption/decryption and provide only limited protection against hackers. Obfuscation modifies .NET modules in a
way that complicates human readability of a decompiled program. This is achieved by renaming meaningful names
of methods, classes, parameters, etc. to meaningless text. It also attempts to make the resulting Microsoft
Intermediate Language (MSIL) harder to disassemble. Obfuscation does not change calls to third party or .NET
Framework libraries nor does it modify the structure of the program (classes, methods). A determined hacker,
therefore, can still succeed at reverse engineering obfuscated code. Encryption/decryption offers limited protection
since an encrypted assembly has to be decrypted before it can execute. Since the decryption engine together with
the decryption keys are delivered to end users, the original code is retrievable if the decryption process can be
somehow reproduced or intercepted, for example, by stopping it in a debugger. Additionally, when decrypted
modules load into memory, they load in their original, unprotected form - any motivated individual hacker can dump
the memory and retrieve the code. Both aforementioned methods introduce a side-effect in the protected
application. Reflection can no longer be applied to the protected assembly to obtain information about the methods,
fields, etc. of the assembly at runtime. This makes functionality relying on reflection unavailable. In summary, the
traditional methods offered to protect .NET assemblies make it difficult for a hacker to recover the original source
code from the protected assembly, but it is nevertheless feasible.

Transforming Code with SLP Code Protector

SLP Services introduces a sophisticated approach to help protect .NET applications. It has advantages that are not
available with traditional solutions, by introducing several layers of protection, called transformation. Transformation
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is one-way process; unigue to each software company with the use of private permutations.

SLP Services provides a Secure Virtual Machine (SVM), which includes several layers of protection. The protection
includes transformation of Intermediate Language (IL) code into Secure Virtual Machine Language (SVML), and as
an added measure of protection, encrypts the resulting in-memory buffer. Transformation offers a high level of
protection against reverse engineering and tampering.

The SLP Code Protector application component of SLP Services provides a graphical user interface (GUI) for
applying code protection to selected methods within a .NET assembly. Protection is applied using a specified
permutation that can be either generic or private. A generic permutation is available to all software publishers and
can be used by developers to test their applications. For protecting .NET applications more securely, a software
publisher-specific permutation extends the advantages of SLP licensing and protection and is called a private
permutation.

SLP Code Protector, as part of the build process, takes selected features or methods within an assembly and
transforms them into a software publisher-specific language — SVML — which has a software publisher-specific
instruction set. A method that is transformed to SVML is conceptually running in what amounts to a secure virtual
hardware environment (SVM).

End-users of licensed or protected applications receive only this transformed code, drastically reducing visibility to
disassemblers and decompilers; or the risk of using a memory dump to view the code.

The strong protection provided by SLP Services lies in the fact that transformation is random and one-way — from
MSIL to SVML. Conversion from SVML to MSIL is a complex process making decompilation of transformed code
extremely arduous and impractical. Each SVM is its own unique challenge. Protection is further enhanced relative to
the traditional solutions, because the protected code is only ever processed within the SVM. All license enforcement
measures, (both standard built-in checks or custom code you write to extend it) can be transformed in this way,
affording it this significant layer of protection
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Protect Code with SLP Code Protector, Step-by-Step

When you first start SLP Code Protector, enter your logon credentials. SLP Code Protector will then download the
product and feature data you created on the server. Clicking Cancel places SLP Code Protector in off-line mode. In
this mode, you can only protect methods in an assembly, but not apply licensing rules to them.

Install Private Permutation Downloaded from SLP Online Services

After you have logged on to SLP Code Protector, click the Permutations tab. To load a permutation, click the
Install Permutation button.

Figure 30: Install Permutation from Permutations Tab

In the Select Permutation Package dialog box, navigate to the permutation directory, select the permutation you
want to load, and then click Open. To set one of the installed permutation to the active permutation, right-click the
permutation, and then click Set As Active.

This prepares SLP Code Protector with files and information needed to uniquely protect and transform your code
from standard MSIL to SVML

Load the Code You Want to Protect

With your installed permutation, you are now ready to load your code to be protected. Click the Project tab in SLP
Code Protector, and then click the Add Modules button. Navigate to your .NET project’s bin directory,and select
the binary that runs your program, and open it. This loads your code into SLP Code Protector and allows you to
navigate its structure in the left panel (Project Panel) of the Project tab.
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Figure 31: SLP Code Protector Project Tab Page

If you have a strong name key pair, you can specify it by selecting the root of the application being protected, and
by setting the Strong Name property with the appropriate file in the Settings Panel to the right. This is used to
re-sign the assembly after the transformation of the assembly is complete.

Figure 32: SLP Code Protector — Protection — Strong Name

Set General, Licensing, and Protection Settings

In the Settings Panel on the right side of the Project tab, you may need to adjust some property values. Let's start
by discussing the Target Framework in the General section. This refers to the CLR version of your unprotected
.NET Framework application. The value is automatically set by SLP Code Protector, and is usually set to
v2.0.50727, even if you are targeting .NET Framework versions 3.0 or 3.5, which uses the same internal CLR
version number (2.0.50727).
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Select the product you created earlier from the Product Name drop-down list in the Licensing section (which was
synchronized with the website when you provided the login credentials earlier). In our example, next to Product
Name choose Contoso Calculator V2.0.

Finally, in the Protection section, for the Permutation property, choose the name of the permutation you created
on the website: Contoso Permutation. However, in the rare event that you only want to protect your code without
any licensing, select Disable Licensing from the Product Name drop-down list.

Map Product Features to Code Methods and Protect Assembly

Now you are ready to find the methods in your code that map to the features we created earlier. In our example
there are four features: addition, subtraction, multiplication, and division. We will map each of these directly to a
method in the sample calculator application.

Note: It is generally recommended that you do not protect all methods in your assembly for performance reasons.

For each method that you want to protect in the application, click the check box in the Protect column (to the right
of the method). Notice in the Settings Panel, the Licensing section contains a property called Unlocking Feature.
Click the drop-down list and notice that the features that had been defined on the website for the product appear in
the list. Select the appropriate feature for the method. If the feature selection is rejected, it is generally due to not
having clicked the check box for the Protect column first. Repeat this process for every feature you identified for the
product.

There may be some methods that you want to protect without mapping them to specific features. In this case, check
the method on the left panel, and then click Execute for the value of an Unlocking Feature property in the right
panel.

It is also a good idea to protect a method that is called very early in the execution of the application, and set the
Unlocking Feature to Execute so that the licensing client can ask for a valid product key as soon as the program is
first run. Otherwise, the client won't ask for a licensing key until one of the protected features is actually used.

In a standard And asked to enter Windows forms application generated by that New Project and Visual Studio, it is
not possible to protect the Main () function directly as the standard boilerplate functions:

Appl i cati on. Enabl edVi sual Styl es();
Appl i cati onSet Conpati bl eText Renderi ng(true);

The code shown previously needs to be called before any dialogs are shown. For this reason it is best to protect a
small method called from main instead, as shown in the following code.
cl ass App

voi d Main()

InitializeApp():;
Appl i cation. Enabl eVi sual Styl es();

Appl i cati onSet Conpat i bl eText Renderi ng(true);

Apbl i cation. Run
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/1l Used as trigger for licensing so the user
/1 is pronpted at the start rather than

/1 on first activation.

void InitializeApp()

{

}
}

You are ready to click the Protect button. Watch the messages at the bottom until one reads Protection
Succeeded.

Figure 33: SLP Code Protector — Messages Through Protection Succeeded

Run the Protected Application

The protected code will appear in a subdirectory adjacent to the original binaries directory, but with .Protected
appended to the name (Release.Protected). If you run the code from the protected folder, the program will prompt
you to enter a key to license the program.
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Figure 34: SLP Services Activation Wizard
Inside the .Protected folder, you should have the protected assembly and four additional files as follows:

* Microsoft.Licensing.Permutationnnnnn.DLL
* Microsoft.Licensing.Runtime2.0.DLL

¢ Microsoft.Licensing.Utils2.0.DLL
 InishTech.Licensing.LicAdmin.exe

Where the nnnnn in Microsoft.Licensing.Permutationnnnnn.DLL is a unique identifier for your permutation. To
distribute your software, you must include all three DLL files in the directory. The InishTech.Licensing.LicAdmin.exe
file is optional.

Manage Client-Side Licenses with the Client License Administrator

One of the files added to the directory that was appended with .protected is an executable file called the Client
License Administrator (CLA). The CLA allows you to view and remove licenses installed on the client computer. To
open the CLA application, navigate to the folder with the appended .protected and look for
InishTech.Licensing.LicAdmin.exe and double-click the file.
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Figure 35: Client License Administrator
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Code Protection Best Practices

InishTech Software Licensing and Protection (SLP) Code Protector provides ability to specify exactly what code to
transform. This permits the developer to accomplish two things: balance the security of protected code against the
performance of the application, and to reduce overhead in ways that no other code protection mechanism allows.

Protecting Critical Intellectual Property

When selecting code to protect, choose those classes and methods that have a high intellectual property
component, or that are particularly vulnerable to hacking or reverse-engineering. These include the following:

« Staging or initialization methods that permit access to functionality you want to control.

» Methods that enforce licensing.

» Code that implements algorithms which are unique to the product.

« Code that contains information about the infrastructure of the enterprise: database connections, passwords, etc.

However, how you apply protection is as important as the content that needs the protection. As with any advanced
technology, SLP Code Protector has advantages in performance depending on the level at which code protection is
applied. In some cases, the level at which protection is applied can significantly lower the performance of an
application.

Managing Performance

There are certain code protection scenarios where the performance of a protected application is slower than the
unprotected versions. This is usually the result of applying protection to methods containing iterations of complex
calculations. For example, executing a math operation on every pixel of a bitmap graphic as part of an image
processing application would negatively affect performance. To work around this limitation, we recommend applying
protection to methods that are not computationally intensive. In cases where you want to control access to a
computationally intensive method, you can protect gateway methods — that is you protect the non-computationally
intensive methods that call the computationally intensive methods. Consider a scenario where you are applying
protection to an image processing application. You have implemented an algorithm that sharpens the image to
enhance the clarity of captured images. To access this feature, users click Sharpen from a menu. The method that
performs the work contains the iterated complex math. However, if you apply protection to the menu item, Sharpen,
you can control the use of the feature without having to protect the computationally intense sharpen method.

Debugging Protected Assemblies

The Secure Virtual Machine (SVM) protection process does not provide reversing tools, however, you can use the
following guidelines to simplify the analysis of unexpected errors that occur within protected methods.
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< Do not use method cloaking. Method cloaking can obscure the call stack at the error point. This is good to
impede hacking, but makes life very difficult when analyzing the source of an error. This feature is turned off by

default.

« When throwing exceptions or logging errors (during development of the unprotected code) insert a unique error
identifier for each location in the code (e.g. a GUID). This will leave the code obscure, but will allow the developer

to pinpoint the line that generated the error based solely on this identifier.
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SLP Code Protector Command Line Interface

InishTech SLP Code Protector has a command-line application protection feature that integrates the protection of
an application as part of a build process. This method of applying protection is very efficient when the application is
undergoing regular changes.

Note: Command-line protection cannot be applied if a generic permutation is used. You must first create a private
permutation.

How To Create an SLP Code Protector Configuration File

Start using command-line protection beginning with these steps:

1. Open SLP Code Protector.

2. Click the Project tab, and then click View.

3. Add the modules, and select the methods you wish to protect. Define all necessary settings for the methods.

The settings apply to the entire project, the application, and the methods selected for protection. Settings are
displayed in the right panel of the Project tab.

1. Click File, and then click Save Project As

2. Enter a file name with a .SLMCfg extension, for example, ProtectionSettings.SLMCfg. Click Save. This creates a
configuration file called ProtectionSettings.SLMCfg

How To Apply Command-Line Protection Options

To apply command-line protection options, you will run Microsoft.Licensing.ProtectCmd.exe with the configuration
file you created earlier, as an argument. Microsoft.Licensing.ProtectCmd.exe is found at <drive>:\Program
Files\InishTech SLP Code Protector. The default syntax for this command is:

M crosoft. Li censi ng. Protect Cnd. exe <Protection configuration file.SLMfg>
Type the following command at the prompt:

“Oprogranfil es% | ni shTech SLP  Code Protector\ M crosoft. Li censi ng. Prot ect Cnd. exe”
ProtectionSettings. SLMCfg

Important: In order for the protection to apply correctly, the location of the configuration file should not be changed
relative to the protected and unprotected assemblies. If the configuration file is not stored on the same drive as the
input assemblies, the complete physical path for the input as well as output directory is used within the configuration
file, to reference these files.
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Activate a License Offline

If a customer needs to activate a licensed program but does not have an active Internet connection, you can use
Offline Activation instead, which relies on sending information back and forth via e-mail. The first step is for the
customer to run the program and select the third entry from the activation wizard, | want to request a license file,

and then click the Next button.

Figure 36: Activation Wizard — | Want to Request a License File

Then the customer enters the product key you already provided in the Please enter your activation key field, and
then clicks the Next button.

Figure 37: Activation Wizard — Please Enter Your Activation Key

On the next screen, the customer can copy the license request information to the clipboard or to a text file for
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transmission to the software publisher to validate the request. Then the customer can click the Finish button.

Figure 38: Activation Wizard — Copy License Request to Clipboard

You, as the software publisher, receive the license request information, navigate to the SLP Online website, and log
on. Open the Manage Licenses tab, and click Manual Activation on the left navigation bar. Paste the license
request information into the Paste License Request field, and click the Load button.

Figure 39: Manage Licenses — Manual Activation — Load License Request

After the license has been found, click the Activate button. This enables you to be able to download the license file
to send via e-mail to the customer.
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Figure 40: Manage Licenses — Manual Activation —License Activated Successfully

The customer in turn saves the license file to their hard drive (noting its location), and starts the program again. This
launches the Activation Wizard once more. This time the customer selects | have a license file | want to install.,
and clicks the Next button.

Figure 41: Activation Wizard —I Have a License File | Want to Install

The customer then clicks the browse button, locates the license file, and then clicks the Open button, and then
clicks the Next button.
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Figure 42: Activation Wizard —Enter Location of the License File

The license is installed successfully, and the final screen of the wizard appears indicating that the program is
properly licensed. The customer can then click the Finish button.

Figure 43: Activation Wizard — License Installed — Activation Complete
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Summary

SLP Services works as a combination of three components: the SLP Online Services website at
https://my.softwarepotential.com, the SLP Code Protector desktop application, and a Secure Virtual Machine client
runtime that ships with your products enabling your customers to manage licensing and protection.

Everything starts at the SLP Online Services website where you create your account with the key you received from
InishTech. Then you create a private permutation, and download it to your client computer. Back on the website,
you define products and features that can become licensable portions of your product by creating a SKU (template)
for licenses. After you have a SKU that meets the licensing requirements for your product, you can issue licenses,
and generate keys to send to your customers.

On your client computer, you first launch SLP Code Protector, and import the private permutation you created
online. Set the permutation as the default and import the assembly you want to protect. The loaded binary can then
be navigated to map component methods to the features defined on the website. After the methods in your
application are mapped to the appropriate features, you can transform the entire application, which is created in a
subdirectory appended with .Protected, where you can find the protected application and the other necessary
client-side files you need to distribute your protected application to customers.
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